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M 2015 FEIHITE, ZStack B—5FRRE—ERAEY, MERERXMRE. Uik, 3%
BRIV e, XERSERLVFILIIN—BERERTARS, BEENL. ZMNE. =Rk

FEEIESZIX LIRS

EXEEm&ILLRAER, BEFERFE—REHR =T, MEFEElE,
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£ XFS EEREEfEaEE, BRI TREN, BEERINERLE,

2. NFS, NFS B—MU=FaREBNLE, RANCHFE S RESFEISERIE, AXHR
GRS TURM THERME, EEFIRLARERUR X G R S EIE L VS =714,
BB IFRTRSeRAE, BTk, B L NFS JIFER(ISENEFE

FRFELEC—, AT ERETE,

3. OCFS2, ZRFRAE SAN =, BERME NFS 2O, RRNEEFAFZE, LY
Oracle B9 OCFS2 pA—MESBHRAVL R, Hlm2E/WHRERNES LRISE,
HERERILUERXHRGSIUER, BEMee. ANURRYY RIS T8E (6140

SAHER) STt RGeS

4. Ceph, &7 Ceph FILUBHRERIFIESE, (B Ceph IEERMIBEEZTHILLZ
PREZIBMERS, SIREMB =T, REZFIMT SAN FiEHRAIERENZE
B, WHMBIRREIREEATENTRAERIFTERES &, RMA AHR%E

. BB ZRIFITE VMware £AY SAN fFEr ik EREEMY,

SZEESEIEAISMEE, NFS. OCFS2 BYRSeslefR iRt — PRt EIE L = F(ERY

FESZE, XM HEZERAT FERVEK:

1 EEBREEEBER, /Stack RUEREEE R WRED, F(RTNE—ERI T Linux
BERNEBIABEEE 30 DATHEE, XM IJEREESEEFME. RREER

A EIRY,
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BENEY FREIEBERAIME, RIE SAN fFiEndtiee, RNERMZYLEE/ 3L

RIBRSSEE (RA—ARSRIREED SAN FiERESIENIIRSSEMESIR).

MEREREIETTREAIE SAN TRIERUMERE, 10 RLREERIFE SAN fZiERY cache 1488, XJ
T OCFS2 FHATeTLABITIEZE block size ki, OCFS2 148E, EBUNREDE SAN
FiE_ LR &I TR block size #53kAY 10 pattern 324, gARM 4k /N2
BIS, Heer e, TEGEEEMEN LY LUN IXaiiie3t58=EaE L,

R AR IERR,

SteEtt, SEEM. 28U STE, WERIHEEEFIE, EER—EEE.
RENS, XEREBNTEEERNWIMNE AT SIS RIREE, BAITEES
RPIAETE, TENZBRsEFERS, BTEFERNERITRENL, &8
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wx Goekbang> InfoQ

SharedBlock EHEEfE, MABETRENEFEF L, 53I2FLUFIIE SAN Fi#RFmit

SharedBlock RIEEBEEANEAEEREMLAZR L.

[EXRBEE 5G FMEN., mimEERIARRE, IEHImBYIBE— MM S, FILIEERRE.

BE—ARIEBR ST M, BRI — T R— A8 m, B e
i, AJLASER 2U ARS8 S B B ERRUER. IR ARIRFAINE R, )R E
BRI E P RRART QI THN A BT REIR T RED , ILEFPINEITEN
Bubm, FhEW T X i N EREIAYEN, NAFEERMNSHNEE, X2
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« TP ERYEENEE
Sl [+ 957
« HRERERE

. Mo [ storage Data Sync

QCon &

Ay FOSDEM 19' £ PostgreSQL BIFREE=LENET PostgreSQL FARELRIMECHE

B fsync() BRFE— T8 bug——o

1. PG R writeback #1Hl, 555l REI AERYURBERZAIINC, A LUIAKIRESIEE,

EIXFBEERT fsync RIBFRICEIERRIEE;

2. PG AT —MEIREGIERINT foync(), HIEIBENEIRITREEIREIEIR,

3. (BESURMFRFRRREECSRRRELEME, EERIREFERA fsync(),

4. T EEAIFRER, PG BCHIEZSHIERE fsync RIEITAESERER,

X PG AIREIRLUAFUIECERREMBEN T journal AUIEET, SEPR LEURFSERISEIH
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, NRHEIFEERBIEE BRAREINFEEN ST EEIREERRAIIER.

15X3% session Lk PG H9FF&EEMIET kernel FAUURGEFABHRZE®, RS
& PG REMETIFISIIEIRRE, BAKMEEESN SAN/NFS XUF#ERRL, TEIN

HIARSASRY T LR,

» PG {5/ writeback BI#LEI, XEFERGRIEEE S A ZRER writeback B HH$E

« KBS 10 layer/XFS XS AETff AS_EIO #Ri2, 1A fsync() FhRE EIO

« {8 fsync() L5 EEE— R KAY. clear-error-and-continue 8941
« 2R F—REEA fsync() RNREEHFAMTCAINER, PIRERLREIRIN T !

QCon &

XEBIRE] NFS, REARZEMA, £ Google H#EZE "nfs bug" IJUEEIRB A MNMER,
HRZ Gitlab 2 ZMIF03) BERYL, tBAZ Redhat 2 ZEMRIERFZEA R ALBER)

NFS [aJga9EIY :
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Google nfs bug v Q

Q Al [ Images [¥] Videos & News < Shopping i More Settings  Tools

About 5,650,000 results (0.30 seconds)

How we spent two weeks hunting an NFS bug in the ... - GitLab
https://about.gitlab.com » blog » 2018/11/14 > how-we-spent-two-weeks-h... v

Nov 14, 2018 - Thus launched an investigation into the inner workings of Git and the Network
File System (NFS). The investigation uncovered a bug with the ...

How we spent two weeks hunting an NFS bug in the Linux ...
https://news.ycombinator.com » item v

| spend my days chasing bugs like this in the FreeBSD kernel, and make heavy use of dtrace. |
expect that using something like bpftrace(1) might have ...

RHEL mount hangs: nfs: server [...] not responding, still trying ...
https://access.redhat.com » solutions v

Aug 9, 2019 - For example, the NFS Client networking misconfiguration, NIC driver or firmware
bug causing NFS requests to be dropped, NFS Client firewall ...

Reporting bugs - Linux NFS

https://wiki.linux-nfs.org » wiki » index.php » Reporting_bugs ~

Jul 23, 2011 - Places to report bugs. The official place to report bugs or make feature requests
is linux-nfs@vger.kernel.org. Alternatively, the linux kernel ...

Top 10 NFS Issues and Solutions - Knowledgebase - NetApp
https://kb.netapp.com » app » answers > answer_view > a_id > top-10-nfs-i... ¥
Nov 6, 2018 - Error message: not found; Error message: access denied; Error message:
Permission denied; Cannot mount / access an NFS volume or file ...

Bug #1603719 “[regression] NFS client: access problems after ...

https://bugs.launchpad.net > bugs v
Jul 17, 2016 - SRU Justification Impact: A regression in xenial causes automatic mounting of
exported submounts of an nfs mount to fail. Fix: Change nfs to ...

Started work: 2016-07-25

Bug #214041 “NFS mounting hangs instead of returning with ...
https://bugs.launchpad.net > bugs v

MEAI— = BHIBEER, ERUWUFEER NFS BRI e EEERRTIXU:

1 B EFPRIFMEARST NFS 40 msk—FRIMEREUE I AEE, mE 4.0 ZEIRX

F locking;
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2. nfs RERBEHRLZERE,

3. WTHE server LH—EHRIE (6140 unshare) msRAEHRLITI;

4. (EF async HHARESTR—LEA—HTR, EEMULXH 10 KREZENINER

RERPOX—IT&, MfEM sync HEHSBEREAIERRK,

5. NFS &S bug

RET(IFEWARETIMNE BARRERRIBR T, &iehd, DA NFS 4.0 LIBAARE......

B—1MHBNNERAFE 14 & OSDI AR All File Systems Are Not Created Equal,
TEEE T8 MRS R, EAERRFHREN T AZEFEIEN Bug, Atz fE
U0 FSE'16 BY Crash consistency validation made easy X3#ZIT gmake, atom 4

RIS ELES SEEAE R EFRYEIRT

15+ Failed reads and writes

. SfF HEER—BORREREN Apptcaton/7%
Leveldb1.10f1]
Leveldb1.15

® MY{L‘F;{:\‘?E?IJ&}E@: Eé%?&j(i?ﬁﬂj%ﬁ BUg LMDB : 1 rcad‘-orvllyopcrﬁ

Othay.

2|t Cannot open

GDBM |
HSQLDB |2 2
Sqlite-Roll
Sqlite-WAL | |

https.//www.usenix.org/system/files/conference/os PostgreSQL| | [17) i
Git HENES 3%
dil4/osdil4-paper-pillai.pdf

16%| 5 dirstate fail”

T
T |shzasi| 9
(b) Failure Consequences.

QCon I&
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[ Type | Application | LOC | Language | Version | Bug# (tracker) | Amp.| Consequence [d (bytes) |
GNU make 39.0K C 4.1 46193 (savannah) Incorrect build | 7.33K
b GNU zip 47.3K C 1.6 22770 (debbugs) Data loss 5.04K
= bzip2 8.12K C 1.0.6 N/A (email) Data loss 8.56K
g GNU coreutils sort | 4.65K C 8.21 22769 (debbugs) v Data loss 23.9K
Perl 801K C 5.22 127663 (perlbug) Data loss 17.4K
Shelve 0.23K | Python | 2.7.11 | 25442 (bug tracker) Corruption 907
Gimp 522K C 2.8.14 763124 (bugzilla) v Data loss 188K
=3 CuteMarkEd 21.8K C++ 0.11.2 285 (github) v Data loss 5.61K
= TEXmaker 46.7K C++ 4.5 1553361 (launchpad) [ v Data loss 1.61K
g TEXstudio 139.6K | C++ 2.10.8 1693 (sourceforge) v Data loss 1.61K
5 Ted 3.7K Java 1.0 45 (github) Data loss 4.10K
ﬁ% jEdit 188K Java 5.1.0 3952 (sourceforge) Data loss 1.61K
GitHub Atom 55.8K | Node.js 1.5.3 10609 (github) v Data loss 1.61K
Adobe Brackets 117K | Node.js 1.5.0 12103 (github) v Data loss 1.61K

FEBFMNETRSMG . XHRFHIPF, XL LRREREE B IR, WRNE

~FalFERSE LG, EXENRES:

1. &5 AWBETHEIGRIE— B R IIIAE, F(JEFE Android FRAEEEALL 10S

FREEESERMAR, XTIMERZEEMU, EAZFE!

1) AR EHIRE

2) RRIRIZ B

3) FERMRSRSEM. HBA R,

B SCSI 15420, BLFREXT 10 HiE, WBERIR. EEFEMAXLEEE, RE
T+ ZREHBA TR, RRES LIRELIBRMIRILTS, FISHE

fEECE4SE HBA e E TEAY 10 #hL:
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2. BTHMNEFmUIAER, o iEREEERR IRt Eicl, BrniEM

Hinmis#, IEMSBEEREFSENTHIEENEIIEEKTIRE:

1) FARFEHARE, BHBFHE-BEXRESHBEAZNEAENT, XRNERK(IAD
AR A—EEZRIREN Y, RAKEHEATEMRBARINE T, Xl BERMIZ=EH

ERIXH;

2) BARZEAARE, —Mekin, RKEEFNEHNEIRIIHSEEXEERY, B mitay
AR, XEEEANRREL R, ENEHNERTBE MU SIFERINN, EERIFER

TR mANBIRHRFE A ST
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3) IBHIKFEARR, JT—DFaRS, NREHKFEARE, BRARKFIEREERE1,

FCANEEE AR, X Ta4KFSHIE P B\ A BERIRBES A R TR
R, MBHEFPRBERIERICEMDTIREEF R B8, BRI

R85,

3. ERIFEEER, WTFFEEKRR, HIIMIERD 10 iEE——-—Device Mapper, £
2. SCSIL HBA XL, BEROEIMUAIERD——virtio BR&Ef. virtio-scsi. gcow2......
SR OFEREHITFE—RER, PuIiE. FHETR. &0 RSEENERILS
IERPRIEZE. 10 XEby, MWEFESEFSBMERXTE, MBREIINER, 1=

FIER—E®R Bug, BIASIPIRELLEUREE A,

Application(DB) Host Multipath I—l'| Host SCSI

¥ 1 ¥

File System | | Haost Block Device Host Bleck Device

v 1 v

Block Device
v 1

Virtio Frontend }—)l Virtio Backend

¥

{SAN Switch/Etharnet Switch)

{Host File Systemn) | | {Host HBA/Host Ethernet)

QCon IG  fagkbano> Infoy

T IXAZHERL, Tl RGN E AR, REFERIERE, B DHhARRIEF RS

=1 TLA+, BB AZE TLA+ BIEEEENMAET TLA+,
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2002 Lamport 57— (Specifying Systems) EARA FEZ TLA+ HHRIERXAIE—AH,
TR AIBERIBELL 2B Lamport Ao BRASMITEERIFRRLE T—Lalex.
Lamport clock, PAXOS 225, TLA+ WIFFaaIRH 2B 5alZ 80, MAIHEERKE AWS

15 FA&FE ACM £F89 (How Amazon Web Services Uses Formal Methods),

MR EH, R NEMARr, R EHSHE 7K, TLA+ BINETE
TEFEERENHARFNE TRIT, RANT— MRS ERR, ORBRR
FIZIFPIRHREN, FHEENSEURIRMEFIER, XiF TLA+ BJLUBE S E+ERiaE s
BRI ASEERER (TLA+ FRZJ invariant) A9 ——HIRNIKF AREVNT

0, RFEFFE TZ leader &E5,

Applying TLA+ to some of Amazon's more complex systerns.

= 2002 £F Specifying Systems Line Count

Benefit

Fauli-tolerant, low-tewel B804 PlusCal Found two bugs., then

= 2015 5 How Amazon Web Services netwcek sigerthen others in proposed

cptimizations
Background redistribution of 645 PlusCal Found one bug. then
data

Uses Formal Method's el

FReplication and 838 TLA+ Found thwee bugs requir-
group-membership system ing traces of up to 35

= 2018 £ TLA Workshop siops
Wolume mansgement 102 FlusCal Found three bugs
Lock-free data structure 223 PlusCal Improved confidence

. though failed to find &
= # MongoDB, Elasticsearch R niernai e e e
istr v
Fault-tolerant replication-and- 318 TLA= Found one bug and
reconfiguration slgoithm werified 8n agoressie
cptimization

QCon I wer Geskbang>. InfoQy

EHE9 U TLA Community Meeting, BJLAEZ! Elasticserach, MongoDB #FE N FE,

ABABTRIX NRPUXALF , I AEERFFAFRFHEFRIRITE? (I ERERE=I
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KA Y —ERATIE), ££ Mini Storage b7 —LLI8E, Binins®E TLA+ BRI EEZHNE,

RIS SRl SEr -2y oy

1 ORSIRIE, B9 TLA+ FRIIERTURE TRSHERLITE ORIMSAIFARIaE,

R—IRUIBNPASH P sEIEE MBI PRI R,

2. TLA+ Spec RIEERAEIRACISRY, Ik, (UBEIEERIEIREL Spec, BRAIR
DiFER, TICRMLBEE] Spec IR2M Spec ERIBERBEHENTEE, FNE Bug, &

N EIRESAURE LilimAI I EE L SIRAISEIR ARG

3. SMEMREAHILERAYE, X—RAREARERTS, BAERNERGNEENY, HAR

T

ENEFmEEEAITHRANS, Fe2 gemu FIEBUERZ Linux RZAIERE,

I

ERRZINZIRAEE, M IRARBEDITINES MK,

HART, I REIEENIEMBIEIER, FEUGEBKARTIBRMN, ERETNZERIMERT

e LA, mREEIEEEE, SR THNEER TLA+ BETRES

1. A

2. 1EsRALIEE

3. Spec HIATHAT
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L

hitps:/github.com/will62794/tlaplus _amimation

wor Geekbangs. InfoQy

Original algorithm in DistAlgo

# set of all other processes
® set of pending requets vith logical cloc

® for doing task() in eri

htip://tla2018.1oria.fr/contrib/liu.pdf

QCOn “{3 Geekbang>. InfoQy
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PGo Workflow

5. PGo compiles
bstract | model 0 Go

1. User writes
system model in
MPCal

2. PGo compiles -

4.TLC validates
or produces
counterexample

hups:/github.com/UBC-NSS/pgo

QCon &

XEFFRIRB =R, MRFL1IRT Spec BEBHELIRMITAT, BRARA AT LS MUBRIE

IRBRIRLR, B ERIRAYE, EIEERH Spec IERRTAIACAS,

HXRGHIMIANDE, XIVFERE— MR IANEE, sEREIiE.

BETREYASHARKRH N1 FEHIIC, AR ER RN ARSIV, D
RSz L ZIE MRS MIZAILAER , B IBLBEIRE BEAMN BEMERELIZRY

B TRS T R GhIRREE A Ianfy, BBARI FEASRIRATE?

F—EREE LRLIR ZStack REFFIERRE T TEABENIL R Sr0eE!, Bl

B="RBIERIINREANIL -

1 MTBF, IMRES—RITEMHRE, EHERRFNESIETHNE, HMHEIRREESR
G LRERFDSREREFE (B2, BEREUIL, U2, MERIRER, B MR

EF) FEibe ESINEISIREIERY,
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2. DPMO, ZPTE2—MUHFRZENRS, meTRMRERNRERE, FIa1ER 1000
IREPEENL, ANOOMIER 10000 IRiRGES, X EBEERITS|IASIERERINEERN

1ERfME;

3. Woodpecker, X2 ZStack N&FFIaRSLIIRINIAESS, IEFIFREREFR, ©
SERAEE ZStack BILEFA APl BakEIATLUFE FAN—RIER, IRIBRIR XA
APRSFIBTERIRPTLAAATAY AP, F—R RIS HITEDRDIZEERAR, 5

IEERBERSINGER.

FEXLETGE, AREEA AP R 10 Z4t, RE2I—REEENER, FlaNsEHx

REEIAL. ¥IEYL, BURYRIE PDU RIS E, (BRIXETSEE LR

1. ERGREURMBEENER, AIIBLERFEATE—EH 10 RE, MEEWRIERE

RORREY, XFMERM 10 182 BIRE delay SHELLRARIXFIA;

2. TMERE, FIAIERIZEFEFIERL 10 REEBINF 10 MaeAlErILL, A 2EBaIRE

5 10 MEREsR LURIIAY,

RZ KBRS T RENFR (BIXAT R BILFEE. B tc BINKERIF]

iproute2, iptables WEZEMEESE) HABEHE ZStack N=EEAFHSEFK,

EXMERT, HIBT RFERMET LN EEL:

1. libfiu, libfiu BTLLEIE LD_PRELOAD SRizHIRIFER POSIX APl R9ESR, BJLALERZFS

ESAIFARIN, FIFSER, seE AT open KM,
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2.

A fiurun + fiuctl FTLAEAN N BEBEENNZIEH RS E A,

htips.://blitiri.com.ar/p/libfiu/

QCon I&

fiu IHEN libaio [REERERMSIT, BIFE fo i RMEEENvESR, EILHIAT

DIRFRRIRIE B CROTERIEIN module,

systemtap, systemtap BRFFZMFIZET, LA AZRERNR CHEREE K
TEH, SIRZIERRBWANE, systemtap &RFA, WRENFHEHITEIZEN,
BILAEE Y scsi HERAIREL, LARSEIXE: Kernel Fault injection framework using

SystemTap

device-mapper, device-mapper #2#t7 dm-flakey. dm-dust. dm-delay, ZA{Rt3
ALSECH target, RETLUER o STEFMATLUSII— faulty AIH=1FHE,
15&5 T device-mapper BINZSINEL, FATETLASNSAYERL target FIS3L, MMEESL

RO PSR RO,
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4. nbd, nbd HY plugin HlHEIAFEEE, FHONTLFRX—KELED 10 B3T3, M
MSEIH—LAFARY 10 pattern, 2615, FfI#iA nbd &INSBFRIINFSRIR

BRI SRS IERIFIERE,

5. It4h, BB scsi debug & debug TH, (BXLUELVEEEOIFEDM, FAML T,

libfiu Bz RH®ZE ekl

scsi_debug NES fREIRE AL
systemtap s EEBRRZE Ikl

device mapper IREIRE AL
nbd : FERE oI

QCon &

Guest File System

Guest Block Device

Virtio(blk ‘scsi)

Host File System

Host Device Mapper{ Mudupath)

|

Host HIA Db

Hout Block Device

SANBihernet Switch \ DiskiAsray Conteoliesl... "1
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FERSKERX LR FAFRM T — RS, NEGRERE, NRB( DI ERBEE

IFEIRRIIERE, AR ESFFARTAYES, BT BENMABIRENSRZTE

B, MIBEIHIEH 10 REBENL case B TR, BINFHERF—E=2HRER

E, FFERIER B RUBIR LAY,



