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AA.zstack+ASA8.42+Anyconnect+Ldap(CiscoPerson)+Syslog

1.1R1EZE openldap

https://github.com/osixia/docker-openldap

docker run --env LDAP_ORGANISATION="tyun" --env LDAP_DOMAIN="tyun.cn" --env
LDAP_ADMIN_PASSWORD="Idap_passwd" --volume /data/slapd/database:/var/lib/Idap -
-volume /data/slapd/config:/etc/Idap/slapd.d --detach -it -p 389:389 -p 636:636

osixia/openldap:1.2.0

docker HRiE%ZE (REFEXENNMMAE, HEFIET dockerfile build &#r

RA) sEFoiLEE, BFEINMAN memberof FiE.

2.openldap &N\ CiscoPerson objectclass

2.1 T# cisco.schema



wget
https://gist.github.com/jaseywang/041f76d03e2f43579d6f6984e3358774

cisco.schema( EEHELRAI, FERARL)

% 85 1788 MUST (uid $ cn), 86 17 delete & telephoneNumber (FRU&R
=)

AL EZREREEE TR

https://raw.githubusercontent.com/gingyufei/ubuntutools/master/Cisco_ASA ldap/zhuxi

ang/cisco.schema

2.2 BF cisco.schema & cisco.ldif

WMERENGLURBR

echo "include cisco.schema" >>cisco.conf
mkdir Idif cisco

slaptest -f cisco.conf -F Idif cisco



SRENE Idif HREWWT:

tree Idif

tree

F— cn=conflig

| b= cn=schema

| | L= cn={0)cisco.ldif

|  F— cn=schema.ldif

| b olcDatabase={0}config.Idif

| L—— olcDatabase={-1}frontend.Idif

L— cn=config.Idif

X% cn=config/cn=schema/cn={0}cisco.ldif FtEEMY'Idif' X4, REILSHE,

BI=1T809:

dn: cn=cisco,cn=schema,cn=config

objectClass: olcSchemaConfig

cn: cisco




REERERETT:

structuralobi
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modifyTimestamp:

2.3 18" cn={0}cisco.ldif"SXIERB S A Idap HiEE

HASRNER, SAEIEEGNSRFEA docker 2%, NiBIE docker cp E4IECE
XHEIRERHNIT, LA ET LIRS openldap-clients,openldap-devel, i@iZ-H 1§

E ldap E#):

cd Idif cisco/cn=config/cn=schema

sudo Idapadd -Q -Y EXTERNAL -H Idapi:/// -f cn={0}cisco.ldif

It

BR

i

SNRID:

Idapsearch -Q -LLL -Y EXTERNAL -H Idapi:/// -b cn=schema,cn=config dn

B £ = & & P Ay X 1%

(/etc/ldap/slapd.d/cn=config/cn=schema/cn={16}cisco.ldif):



3.Cisco ASA

3.1 FIESE ASA @4+ Anyconnect vpn B liscence (3#F)
3.2 #E#188 vMware S 7E Esxi lR 4 A9 ASA8.42(=&E ASA931 FH iR FEBTTLL)
+Cisco ASA Keygen (M L#iELLERE, (UMEPNXFEIER, BFOBUER. )

3.3 KVM RRAR) ASA8.42 (UEHMiXFI(EM) .

& vmware B9 ova M4 (iso XEARBEISXE, qcow? 3 disk0:8%#& flash X

H, REERIR iso X4, qcow?2 BJLAEFAERMR):

convert vmware to qcow?2

root@zhuxiang:~/cisco# tar -xvf asa842.ova



WOLF-ASA842-adv.ovf
WOLF-ASA842-adv.mf
WOLF-ASA842-adv-disk1.vmdk

WOLF-ASA842-adv-filel.iso

root@zhuxiang:~/cisco# Is

asa842.ova WOLF-ASA842-adv-disk1.vmdk WOLF-ASA842-adv-filel.iso WOLF-
ASA842-adv.mf WOLF-ASA842-adv.ovf

root@zhuxiang:~/cisco# mkdir -pv ASA_qcow?2

mkdir: created directory 'ASA_qcow?2'

root@zhuxiang:~/cisco# gemu-img convert -f vmdk -O qcow2 WOLF-ASA842-adv-
disk1.vmdk ASA qcow2/ASA842-adv-disk1.qcow?2

root@zhuxiang:~/cisco# c¢p WOLF-ASA842-adv-filel.iso ASA qcow2/ASA842-adv-

file1.iso

REERIRE iso X, BREIIENMERE iso B

root@zhuxiang:~/cisco# Is ASA_qcow?2/

ASA842-adv-disk1.qcow2 ASA842-adv-filel.iso

&BE qcow2 X4

root@zhuxiang:~/cisco/ASA_qcow2# virt-list-filesystems -a ASA842-adv-disk1.qcow?2



/dev/sda1

#id guestmount TEEE asa HEENER.

root@zhuxiang:~/cisco/ASA_qcow2# guestmount -a ASA842-adv-diskl.qcow2 -m
/dev/sdal /mnt

root@zhuxiang:~/cisco/ASA_qcow2# |s /mnt/

anyconnect-win-3.0.0629-k9.pkg  boot csco_config rdp2-
plugin.090211.jar ssh-plugin.080430.jar

asdm-645-206.bin coredumpinfo  csd 3.6.181-k9.pkg  rdp-

plugin.101215.jar  vnc-plugin.080130.jar

aILA%ERL kvm R (M-R4%HE 100048 iso fEAE—BEII) , ;ESA ISO

ZStack, ABEEIZT(EN ASA8.42.is0, B ME iso, EEE other):

WA (EELT

&2 e [ . . 2412 N cehy sk 2050625 L 2EE

it

UM, RBAMBIZE 106G, THEMIE 2 % 4G UL, MBIRBEKRIEE,
EXIRIAY ASA8.42 iso R, BIFEEIANAIN. (Network Anti-Spoofing INEEER

XiA)



BT zstack2.3.2 A3Z#F serial ExEM, BE ASA8.42 FTEMITET R, BEER
FH LEEHZEE{TES virsh console ASA8.42 domain i# A\ console 4|4, BE
SR8

(Eftthin A& ASA BJgESZFEHIEMIUE console O&fE)

& = FEHE BN (CdRom,HardDisk):

RES TR X

RE BB

CdRom,HardDisk

RECdRomlLEED, EREXM.

asa
[root@bjm8-zscns-10-0-3-16 ~]# virsh list --all

Id &R K&

6 687ba60019f04a5fa71b3f1501560d3a running
7 3459d91402c247ca8fabf0e7d922af7b running
9 09cabc8ca969429c9505fafaf14071eb running

34  fb4550f382fb496cbb03d77ca5f2456e running



42  8af69ae1236e4827880f6684987d9438 running

43 zstack10310 running

[root@bjm8-zscns-10-0-3-16 ~]# virsh console 8af69ae1236e4827880f6684987d9438

EEEE 8af69ae1236e4827880f6684987d9438

REFFA A

ASAGW7 >
ASAGW7> ena
Password:

ASAGW7# show version

Cisco Adaptive Security Appliance Software Version 8.4(2)

Device Manager Version 6.4(5)206

Compiled on Wed 15-Jun-11 18:17 by builders
System image file is "Unknown, monitor mode tftp booted image"

Config file at boot was "startup-config"

ASAGW?7 up 1 day 20 hours

Hardware: ASA 5520, 3072 MB RAM, CPU Pentium Il 2095 MHz
Internal ATA Compact Flash, 131072MB

BIOS Flash unknown @ 0x0, OKB



0: Ext: GigabitEthernet0  : address is fa1a.6¢10.8800, irq 0

1: Ext: GigabitEthernet1 : address is fa03.b8ec.3001, irq 0

Licensed features for this platform:

Maximum Physical Interfaces > Unlimited perpetual
Maximum VLANSs : 100 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 20 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers 110000 perpetual
AnyConnect Essentials :0 perpetual
Other VPN Peers : 5000 perpetual
Total VPN Peers : 0 perpetual
Shared License : Enabled perpetual
AnyConnect for Mobile : Enabled perpetual
AnyConnect for Cisco VPN Phone  : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
UC Phone Proxy Sessions : 5000 perpetual
Total UC Proxy Sessions : 10000 perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.



4.AnyConnect VPN fit&

41. webvpn EBE

webvpn

webvpn

enable Outside

no anyconnect-essentials

anyconnect image disk0:/anyconnect-win-3.0.0629-k9.pkg 1
anyconnect enable

tunnel-group-list enable

sysopt connection permit-vpn

4.2 aaa-server ldap FtE

aaa-server Idap
ASAGW?7# sho running-config aaa-server
aaa-server LdapServerGroupO protocol Idap

aaa-server LdapServerGroupO0 (Inside) host XXXXXXXXXX



Idap-base-dn dc=tyun,dc=cn
Idap-scope subtree
Idap-naming-attribute uid
Idap-login-password *****
Idap-login-dn cn=admin,dc=tyun,dc=cn
server-type openldap

Idap-attribute-map LdapMapClass0O

4.3 Idap attribute-map Bt&

Idap attreibute-map

ASAGW?7# sho run Idap

Idap attribute-map LdapMapClassO

map-name CiscoACLin Cisco-AV-Pair

map-name CiscoBanner Banner1

map-name CiscoDNS Primary-DNS

map-name CiscoDomain IPSec-Default-Domain

map-name CiscoGroupPolicy IETF-Radius-Class

map-name CiscolPAddress IETF-Radius-Framed-IP-Address
map-name CiscolPNetmask IETF-Radius-Framed-IP-Netmask
map-name CiscoSplitACL IPSec-Split-Tunnel-List

map-name CiscoSplitTunnelPolicy IPSec-Split-Tunneling-Policy

Idap FHF ciscoperson objectclass 70, LAK ASA XEEE



ciscoperson

RIERZEACE ciscoperson, EHIINT, FREFITLAERERFER group-policy

cat users.Idiff

# User account

dn: uid=zhuxiang,ou=operations,ou=users,dc=tyun,dc=cn
cn: zhu xiang

givenName: zhuxiang

sn: zhuxiang

uid: zhuxiang

uidNumber: 10000

gidNumber: 10000
homeDirectory: /home/zhuxiang
mail: zhuxiang@tyun.cn
objectClass: top

objectClass: posixAccount
objectClass: shadowAccount
objectClass: inetOrgPerson
objectClass: organizationalPerson
objectClass: person

objectClass: CiscoPerson
loginShell: /bin/bash
userPassword: {CRYPT}*
CiscoBanner: This is banner 1

CiscolPAddress: 10.1.1.1



CiscolPNetmask: 255.255.255.128

CiscoDomain: xtstack.com

CiscoDNS: 223.5.5.5

CiscoACLin: ip:inacl#1=permit ip 10.255.0.200 255.255.255.255 10.0.3.14 255.255.255.255
ip:inacl#2=permit ip 10.255.0.200 255.255.255.255 10.0.3.10 255.255.255.255

CiscoSplitACL: DefaultSplitVPNACcIO

CiscoSplitTunnelPolicy: 1

CiscoGroupPolicy: DefaultGroupPolicy0

ASA E3IRIECE

ASAGWA47# show running-config access-list
access-list DefaultSplitVPNAcIO standard permit 10.0.0.0 255.0.0.0

access-list DefaultSplitVPNAcI1 standard permit 10.0.5.0 255.255.255.0

ip local pool DefaultVPNPool0 10.255.0.11-10.255.0.64 mask 255.255.255.0

FEFBP group-policy , LAKERIA denyall B group-policy

ASAGWA47# sho running-config group-policy
group-policy DefaultGroupPolicyO internal
group-policy DefaultGroupPolicyO attributes
vpn-simultaneous-logins 10
vpn-idle-timeout 9999

vpn-session-timeout none



vpn-tunnel-protocol ikev1 ikev2 12tp-ipsec ssl-client ssl-clientless
split-tunnel-policy tunnelspecified

split-tunnel-network-list value DefaultSplitVPNACcIO
default-domain value tyun.cn

address-pools value DefaultVPNPoolO

group-policy NoAccessGroupPolicy internal

group-policy NoAccessGroupPolicy attributes
vpn-simultaneous-logins 0

vpn-tunnel-protocol ikev1 ikev2 [2tp-ipsec ssl-client ssl-clientless
default-domain value tyun.cn

address-pools none

LDAP BB ILEE Lk group-policy DefaultGroupPolicy0 A& LAAE], EftBFEFEA

PCEZ group-policy NoAccessGroupPolicy, 1Z5RERERIAARRILAIGE vpn

ASAGW?7# sho run tunnel-group

tunnel-group DefaultTunnelGroupO type remote-access
tunnel-group DefaultTunnelGroupO general-attributes
authentication-server-group LdapServerGroup0
default-group-policy NoAccessGroupPolicy
tunnel-group DefaultTunnelGroup0 webvpn-attributes

group-alias OperationsAdmin enable



% Edit entry [F=3 EoR =X

File Edit

W =>E w9 +rm@x| @
Rdn: |uid=zhuxiang v| in: |ou=operaﬁons,ou=users,dc=tyun,dc=cn |
Edit | Templates|

Attribyte ! Value .! -

CiscoACLin iptinad#1=permit ip 10.255.0,200 255, 255,255,255 10.0.3.14 255.255.255.255 D
X iptinad #2=permit ip 10,255.0.200 255, 255,255,255 10.0.3.10 255,255, 255,255

CisrolNS AARR
CiscoDomain tyun.cn
CiscoGroupPolicy DefaultGroupPolicyd
CiscolPAddress 10.255.0,200
CiscolPNetmask 255,255.255.0
CiscoSplitACL DefaultSplitVPNACD
CiscoSplitTunnelPolicy 1

cn zhuxiang

TR R T N S

Server: 58.215.49.222 Path: uid=zhuxiang,cu=operations,ou=users,dc=tyun,dc=cn

Idap objectclass ciscoperson &

https://www.cisco.com/c/en/us/td/docs/security/asa/asa90/configuration/guide/asa 90 _

cli_config/ref extserver.pdf

| ] | | | ]
IPsec-Split-Tunneling-Policy Y Y Y Integer |Single () = Tunnel everything
1 = Split tunneling
2 = Local LAN permitted

5.log Bi&

FFig ASA vpn LAK auth log

asa syslog

logging enable

logging timestamp

logging buffer-size 1048576

logging buffered notifications

logging class vpn buffered notifications

logging class auth buffered notifications



ASAUEEERAFRHLEICR

log

ASAGW?7# show logging | include zhuxiang

May 23 2018 17:54:02: %ASA-4-722041: TunnelGroup <DefaultTunnelGroup0O>
GroupPolicy <DefaultGroupPolicy0> User <zhuxiang> IP <58.215.49.222> No IPv6
address available for SVC connection

May 23 2018 17:54:02: %ASA-5-722033: Group <DefaultGroupPolicy0> User <zhuxiang>
I[P <58.215.49.222> First TCP SVC connection established for SVC session.

May 23 2018 17:54:02: %ASA-4-722051: Group <DefaultGroupPolicy0> User <zhuxiang>
IP <58.215.49.222> Address <10.255.0.13> assigned to session

May 23 2018 17:57:20: %ASA-5-722012: Group <DefaultGroupPolicy0> User <zhuxiang>
IP <58.215.49.222> SVC Message: 16/NOTICE: Aborted by caller.

May 23 2018 17:57:20: %ASA-5-722037: Group <DefaultGroupPolicy0> User <zhuxiang>
IP <58.215.49.222> SVC closing connection: User Requested.

May 23 2018 17:57:20: %ASA-4-113019: Group = DefaultTunnelGroup0, Username =
zhuxiang, IP = 58.215.49.222, Session disconnected. Session Type: AnyConnect-Parent,
Duration: 0h:03m:18s, Bytes xmt: 8592, Bytes rcv: 1053, Reason: User Requested

May 23 2018 18:45:44: %ASA-5-722037: Group <DefaultGroupPolicy0> User <zhuxiang>
IP <101.81.238.100> SVC closing connection: Transport closing.

May 23 2018 18:48:15: %ASA-5-722037: Group <DefaultGroupPolicy0> User <zhuxiang>

IP <101.81.238.100> SVC closing connection: Transport closing.

BiEE snmp SREX AR LARGGEIAISKIR ip ik



asa snmp
[root@zabbix55 ~]# snmpwalk -v 2c -c tyun11325 10.0.5.7 enterprises.9.9.392.1.3.21.1.10

SNMPv2-SMI::enterprises.9.9.392.1.3.21.1.10.8.122.104.117.120.105.97.110.103.53249

STRING: "124.78.135.29"

SNMPv2-SMl::enterprises.9.9.392.1.3.21.1.10.8.122.104.117.120.105.97.110.103.57345

STRING: "101.81.238.100"

B2 Graylog

https://blog.csdn.net/liukuan73/article/details/52525431

Ak kiwi syslog

6./51C

I THAEEEHEEID |dap memberof (Idapsearch -x -h "127.0.0.1" -b
dc=tyun,dc=cn -D "cn=admin,dc=tyun,dc=cn" -W '(uid=zhuxiang)'

memberOf) EMIETHIAR, 8.4.2 i REMEMIN, HitEESHIRA



SENHE:
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-
generation-firewalls/91831-mappingsvctovpn.html#anc6
https://www.tunnelsup.com/cisco-asa-vpn-authorize-user-based-on-ldap-group/
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-

generation-firewalls/98625-asa-ldap-authentication.html

E&: M MRZIREHREID

THEEHZR, BEANBRIZETRID. MEM=EERNEMFESBEIZEEET,
#8745 OpenStack, CCIE, fJEZ=. ZStack EHAKINE, BLHE=EH, PB RIS
MAFHEERE., ABSHEMCEAR, REH, NE, SREAFESEA, #F5

python AR, RAERMIFRRKA,

ZStack Eift?

KEZEGERIE, ZStack MHFRUME=MEES.

ZStack ZFr—CEIFHFRN=ITE laaS 84, HIAF/R. HER. CloudStack FHF F&

B TIZIEIE, 8 KVM, Xen, Hyper-V ERFHIRAER.

ZStack BIFTIRHE T =iTE 4S IS, BD Simple (f&8). Strong (f241). Smart (£888).

Scalable (&%), BY2RIEM, TRSIRSEN, TIEMFRORAK, TEERT

’



HERTHERR, RRAEE, TRSIERHAEFH-A, s HA IEENETE.

ZStack EieHHEIPEENSANBIEFE laaS #tX——zstack.io, &3] T 6000 21t
XARF, X9MAFHRY API#8id 1000 4y, EFixX 1000 24 API, BFPeILIBHREAZEHE

CHFAE=. BE=, EEFIA ZStack BEABRXIIMEARS.

ZStack ABFRBAIAIRRUES, FIRBIRSIECENETH, S5 MiRE. BRBRIE

5, NEmit&8imlaEER, BB T LE8=iRSEIAEFSERAIE=IAIL,

ZStack EEEIVAFREET laaS MERIEE R, BUAE—XIIW=mit, 7

PN E AL R T EAEEAE S TE RS =R /. 6 ZStack, AFH

LIEMEE TH. 168 PCHEALR. 30 SRl MERIAIREERE.

Baied 1000 ZxREWAFIEET ZStack =8,



